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GDPR for Beginners

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions


https://youtu.be/QOmm9hdwzLU

GDPR: What stage have you reached? @lwl =0 @]

Beginning now (March/April 2018), how much longer does your organization take to completely comply with
GDPR?
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- According to the Capgemini study more than four out of five companies miss the GDPR
requirements.

Source: own presentation according to the Capgemini Digital Transformation Institute, GDPR Executive Survey, March-April 2018
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General Data Protection Regulation (GDPR)
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Regulations for the protection
of the rights of persons when
processing personal data

Obligations to process
personal data

=

Substitution of earlier directives
and further parts of the German
Federal Data Protection Act
and Harmonization of the Data
Protection Right in Europe

= OO

Obligation to establish technical
and organizational measures,
documents of processing and data
protection impact assessment

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions
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Right of access, right to
object, right to rectification,
right to erasure, right of
restriction and right to
data portability

i%y

Fines of up to 20 mill. € or 4%
of the total turnover of a
company in the case of a
violation

Source: https://compliancechannel.tv/video/compliance-channel-nugget-datenschutz/
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GDPR: Personal Data

Personal Data that are typically in a company:

User Data Customer Data
*|P addresses *|P addresses
*Login Data *Address, Email Address
*Social Media Data, *Sales History, CRM Data

Email Addresses

*Account and Credit Card Data
*Cookie Flag

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions
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Employee Data

*Address, Email Addresses
*Initials of Employees
*Login Details

*Personnel Data (sick leave,
religion)

Source: IX 5/2018



Intelligent Implementation with the PBS Solutions ®lal =@

PBS gives support in the technical implementation of the GDPR in the SAP environment, for
example for

1. Implementation of suitable storage systems
2. Implementation of blocking or deletion requirements

3. Identifying personal data

. : : . =1
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GDPR: Lifecycle of personal Data @l = [ [@]

.o(\
0@?’\\ . End of Purpose; End of Retention Period
& S & "only Retention"
& 00‘\\4 ®
e o o

X Years xX Years

i Blocking Phase .
Processing based on 4 Deletion

primary purpose (Access only for authorized persons)

Requirements:

Personal data that is no longer needed for the primary purpose must be deleted, unless there are other retention periods
defined, in that case, it has to be blocked.

Source: Own presentation according to SAP, lifecycle of personal data




GDPR: Which SAP Systems are affected? @] | Q@]

The marketplace principle is valid

The GDPR regulations always apply when
personal data is collected about affected people

who are located in the EU.

This is also particularly valid for companies that
provide goods and services in the EU, without
operating a physical organizational structure or
business structure within the EU! (Article 3,

paragraph 2)

All SAP company codes that represent business relationships with EU citizens/companies are affected!
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Implementation with SAP ILM Components @@«

SAP ILM - Licensed Product

SAP ILM Decommissioning

SAP ILM Retention Mgmt

Data Controller Rule

Framework
RS 1
1 ILM Store I Now Included with
; 1 NetWeaver license
I (for GDPR and similar
l | personal data

— Retention Manager

protection purposes)

SAP NetWeaver — Runtime

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions

Release Prerequisites:
ERP: SAP ERP 6.0 EHP7 SP12
CRM: SAP CRM 7.0 EHP3 SP05
IS-U: SAP ERP 6.0 EHP7 SP08
HCM: SAP ERP 6.0 EHP6 SP16

Scope:
End of purpose checks (EOP) for more
than 120 modules/applications available
Possibilities how to handle blocked data
in transactions and reports
Complete ILM enablement of archiving objects

in corresponding modules/applications

free license since January 15, 2018
Source: SAP, 2018
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Implementation with SAP ILM Components

Overview: Blocking and Deletion with SAP ILM Tools

SAP HCM PA

EoP per
Application

®lal =@

Time-dependent
Authorizations

Deletion

(temporary
Blocking Indicator Archive File)
in Master Data
3
Blocking
Archive File
4 5 6
Deletion Deletion Deletion
(Archive File) (temporary (Data Destruction
Archive File) Object)
Source: SAP
Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 11 sz U-II
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Implementation of suitable Storage Systems @l ol@] e

Necessary Infrastructure Measures
Responsibility for retention, management of application data and deletion process:

Enhancement of data objects by metadata such as

retention, blocking and deletion information

Implementation of transfer protocol WebDAV as leading

SAP system

archiving protocol in connection with < SAP LWRM for e

GdPR

PBS archive add ons

PBS ContentLink with
-— _ R

SAP ILM/IRM LM-3.1 interface

Fixed Content Storage

Seamless Integration of PBS archive add ons with SAP ILM On-Premise/Cloud

Blocking of application data on object level
(object level retention)

Support by Fixed Content Storage essential

o . -1
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Definition of Blocking and Deletion Requirements @@

SAP IRM — Rule Characteristics

Master Data Policies
— —> Change Status Transport || Export, | Import | Overview
ILM Policies - ) ) ) o
T ILM Object Policy Name Policy Status Object in Audit Area Changed on
+ Continue [ New
= FI_ACCKNVK PBS_KUNDE Live 11.01.2018
* Policy Category: Residence Rules . B £ Accrecy PBS_KUNDE Live 11.01.2018
* Object Category: SAP Business Suite . Rules for Policy PBS_KUNDE
Audit Area: BUPA_DP v BUPA_DP
) "D Application Name: Residence Time Residence Time Unit Time Ref.
ILM Object:
0 Day Start of Retention Period
Policies
Transactlon Data Change Status Transport || Export,  Import = Overview
> T ILM Object Policy Name Policy Status Object in Audit Area Changed on
ILM Policies FI_DOCUMNT PBS_BSCHL Not Live 16.04.2018
: FI DOCUMNT PBS BUKRS Live 17.04.2018
+ Continue New =
o Rules for Policy PBS_BUKRS
* Policy Category: Retention Rules e
* Object Category: SAP Business Suite " O S T Authorization Min. Retent. Max.Retention Re?ention Time Time Ref.
Group Time Time Unit
i - - General Rules
Audit Area: PBSGENERAL 1000 10 12 Year End of Year
ILM Object: [w 1000 NMO1 17 Year End of Year
Documents Policies
— Change Status Transport = Export,| Import Overview
ILM Policies T Policy Name Policy Status Object in Audit Area Changed on Changed by
+ Continue | | [ New —> B oevo_ws Live 15.05.2018 MEIER
* Policy Category: Retention Rules v Rules for Policy DEMO_WS
* Object Category: SAP Business Suite v
Audit Area: DEMO . Sample Audit Area T Authorization Group Inherit Rule Min. Retent. Time Max Retention Time Retention Time Unit Time Ref.
. 1 5 Day Storage Date
ILM Object: ‘ AL_DOCUMENTS| @‘
. : : . =
, - o
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SAP WebDAV Administration JOERCE
SAP ILM Storage Browser
. ) Store Hierarchy - Details
Archive Files -
=_Resource
~ [0 Storage and Retention Service (EM7) Name 000974-001f_documnt adk
- Eem? URI {em7/100/ad/i_documnt/1000/20001231/000974/000874-001fi_documnt adk
v Bm100 Type: ADK
v B3ad Res. Size (KB). 26688
~ Bm_documnt Created oniat  12.01.2018 13:01:56
~ B3 1000 User. WEIER
v [320001231 File note
» [3000972 §
- Byo00ers Attributes
DDUUQTtPDD‘\ﬁJocumn!adk compulsory_destruction_date: 2011-12-31
» [000879 expiration_date 2018-01-12
b [ 000930
b [000981
[ 000933
b B2 20011231
¥ [gab
F g
» [gal
Store Hierarchy Show URI List Editing | Attributes
Documents 4 -
~ [07 Storage and Retention Service (EM7) al_oc_class: POF
- Bgem? al_doc_id: 00505691871D1EES96824EAAZENSDEBE
- 9100 al_doc_type: FIINVOICE
al_mime_type: application/paf
* Emad al_obj_id 100001000122861999
T @al al_obi_type: BKPF
™ Em ket al_sid: EM7
~ Efiinvoics al_store_date 2018-05-15
~ B9 20180501 al_table: TOAOT
T 36 compulsory_destruction_date: 2018-0505  Resource
@_11.b\.n expiration_date: 2018-05-15  Name: _11.bin
& _12.6in start_of_retention: 2018-05-01 LRI Jlem7/100/allbkpifiiinvoice/20180501/e6/_11.bin
~ 320180601 e BIN
M Dim__;ﬁﬁ_bm Res. Size (KB): 0
@_14.bin Created on/at:  15.05.2018 09:02:18
User: STEFFEN
| on i | PBS T
Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 14 a
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Implementing Blocking and Deletion Requirements @lwl =0 @]

Seamless Implementation of IRM Rules with PBS archive add ons

Block Block
master data transaction data
IRM function IRM authorization

CVP_PRE_EOP check
S IRM_BLOC
Synchronous blocking in Synchronous blocking in
the PBS transactions the PBS transactions
with reference to master with reference to
data analog to transaction data
SAP standard analog to SAP standard
Example: /PBS/FBL5N Example: /PBS/RFBELJOO
(customer line items) (document compact
journal)

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions

Delete archive data
(master/transaction data)

IRM function
ILM_DESTRUCTION

Synchronous Aynchronous
PBS data access to Function to correct
orphaned ADK files PBS index data with
are prevented reference to orphaned
in the ADK files in the
PBS archive add ons PBS archive add ons
15 PBSA"
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Implementing Blocking and Deletion Requirements ®lal =@

PBS NAI and GDPR

=  PBS routine CHECK_DATENOBJEKT
= ILM_BLOCKING check on PBS index level (file index/NAI index)

= Implementation also in preparation for NAI tables from PBS archive add ons with document-style index
structures (CFl, CCO, CCOPA, CFICA and other)

SAP ERP Display PBS D NAI Data Package
CHECK_DATENOBJEKT

SAP < T

IRM/ILM

A

I
PBS NAI

Application modules , N —
Transfer of SELECT Statement and Field Selection List

v

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 16 prS U-II
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Implementing Blocking and Deletion Requirements @@«

Implementation of Archive Files for SAP ILM:
Generally possible > Report RSARCH_CONVERT_TO_ILM

Recommendation:

Using IRM rules for current application cases first

Subsequent adaptations of the rules require an implementation of the already existing WebDAYV data.

The IRM rules for blocking are also applied for existing archive files that were created before the

ILM activation!

Conversion of legacy archives to the ILM/IRM context done after first thoroughly checking the

robustness of the IRM rules

In an “emergency”: Temporarily decouple data access to legacy archives by archiving administration
entries with BC_ARCHIVE (reload is possible!).

. : : . =1
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Identify personal Data: @ || o @] ¢

PBS GDPR Analyzer

GDPR: Protection and Control Policies
for personal Data

Introduction of protective measures
for personal Data



|dentify personal Data @l = @]
PBS GDPR Analyzer

TA /PBS/GDPR_ANA — Display Tables with Reference to personal Data

/PBS/GDPR_DDO3VT: Display :
/PBS/GDPR_DDO3VT: Display

= = 2 BN
Description Archiving object PBS archive add on Table entries |}]=FY & & 2ThE = O
~ £ /PBS/GDPR_DDO3VT / 13565900 STEFFEN / 07.05.2018 / 13:57:01 / &Eval&EVALUATION RUN 07... 5
~ %, BC-CCM-ADK Archive Development Kit RE|evant flelds for table ADRC
- Archive Jobs 239 Field Name Data element DTyp Lngth Short Medium Fld Labl Long Field Label
Parameter for Archiving (ADK, AS, TAANA, DRB) 3 'NAMEL " AD_NAME1L CHAR 40 Name Name Name
. L -
:;Cd'""e Funs Heade’u[l);ta_ A BC_ARCHIVE 1.3% NAME2 AD_NAME2 CHAR 40 Name2  Name2 Name 2
e ress Management/business ress
Person/Address Assignment (Business Address Services) /BOFU/BODC, /BOFU/BOTC, /S... CCMD, CMM, CMT, C... 313.252 WA HELEE Gl O NEEd s e
Shadow Table: Assignment Person/Addr. (Bus. Addr. Services) 6.200 NAME4 AD_NAME4 CHAR 40 Name 4 Name < Name 4
INDX-type table for quarterly adjustment addresses 120 NAME_TEXT AD_NAMETXT CHAR 50 Conv. name Conv. name Converted Name
E-Mail Addresses (Business Address Services) /BOFU/BODC, /BOFU/BOTC, /S... CCMD, CMM, CMT, C... 301.871 NAME_CO AD_NAME_CO CHAR 40 c/o c/o c/o
Shadow Table: SMTP Numbers (Business Address Services) 3.181 CITY1 AD_CITY1 CHAR 40 City City City
Addresses (Business Address Services) /BOFU/BODC, /BOFU/BOTC, /S... CCMD, CMM, CMT, C... 31.023] CITY2 AD_CITY2 CHAR 40 District District e
" i ices 11 S 1 . . . .
Shadow Table 2: Addresses (Business Address Services) 954 Eggf’g-ga :3’;&;1 E::§ ig slwﬂ Cod Elﬁlerlezl SIW Elfflerlezl Elty
Persans (Business Address Services) /BOFU/BODC, /BOFU/BOTC, /S... CCMD, CMM, CMT, Co = = B ! ost @ncde |Posia Code ostal Lode
Shadow Table: Persons (Business Address Services) 6.200 1 POST_CODE2  AD_PSTCD2 CHAR 10 Postl Code PO Box Post Cde PO Box Postal Code
Revenues and Earnings = POST_CODE3 AD_PSTCD3 CHAR 10 Postl Code Company Post Cd Company Postal Code
PO_BOX AD_POBX CHAR 10 POBox PO Box PO Box
PO_BOX_LOC  AD_POBXLOC CHAR 40 PO Box cty PO Box City PO Box City
CITY_CODE2  AD_CIT2NUM CHAR 12 City Code  City Code City Code
BER DATE_FROM NATION NAMET PO_BOX_CTY  AD_POBXCTY CHAR 3 PObox ctry PO box country PO box country
100  000000QR04 0001-01-01 STREET AD_STREET CHAR 60 Street Street Street
IO NN Sy SnGESnTen S [ZEsCery STREETCODE ~ AD_STRNUM CHAR 12 Street Cd.  Street Code Street Code
100  o000000dL10  0001-01-01
oo 53060 W8 Soo o= T s HOUSE_NUM1 AD_HSNM1 CHAR 10 House No. House Number ~ House Number
100 0000000112 0001-01-01 Los Angeles Los Angeles
100 0000000114 0001-01-01 Toreonto Toronteo
100 0000000116 0001-01-01 Sales office 03 USA
100 0000000117 0001-01-01 Sales office San Diego
100 0000000118 0001-01-01 Versand Frankfurt (allg.)
100 0000000121 0001-01-01 BestRun Germany Martin Steiner, Kathrin Walther, Bernd Zecha, Don
100 0000000122 0001-01-01 IDES UK LD Martin Steiner, Kathrin Welther,  Bernd Zecha, Don
100 0000000123 0001-01-01 IDES US INC Dan Gallagher
100 0000000125 0001-01-01 IDES Canada Susan Pitten
100 0000000128 0001-01-01 Verkaufsburc Deutschland Séd
100 000000012% 0001-01-01 Verkaufsburo Deutschland Nord
100 0000000130  0001-01-01
100 0000000131 0001-01-01 Plant 4100
100 0000000133 0001-01-01 Christian Lehmann /o Carbor GmbH Geschafraleitung o
100 0000000136 0001-01-01 Vertricbsorganisation Deutschland —+ d own |Oad fu n Ctl on
100 0000000138 0001-01-01 Rail Shipping Point US
100 0000000140 0001-01-01 Truck Shipping Peint US H H
A incl. SAP ILM object
100 0000000245 0001-01-01 Werk Hamburg
100 0000000255 0001-01-01 IDES PORTUGAL Martin Steiner, Kathrin Walther,  Bernd Zecha, Don d t d t t b t
i0 coscosoass oooioior  oms museraiia Oor aata destruction objec
100 0000000257 0001-01-01 IDES France Eric Bertoni -
Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 19 pBS U-I
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|dentify personal Data : @zl ol@
PBS GDPR Analyzer

Download Analysis Result for Subsequent Processes .

831 STEFFEN
0 ssessoo s wan sterren aeisesoacs) Shouerm Gber AeScA VKON Amvendungpentmickl A
- = - . w sese e 33 sTeseen
| | Tabl P TN Soionom Swemitamdn N Amasnperteci
Display critical Tables L —— o)
7 w sw0_ s a6 STREN Revalkows DACs) Sueoamm Ooe NNSVEON Amwendungsenturickhy
& ™ ) e ssesso ousosnn aax stessen ‘
@ ) e — sy Asiossoams: Stovarn Ober AN VKON Amwendungaentuictia
00 9565300 20180321 6839 STEFFEN BEvalRBS ‘Steuern uber jurisds VKON Anwengurgsentwichlu L
Evaluation run (&Fval&) 89565300 to 100 ssesice isoa 30 STEFFEN  BovslSPESDAAS 1D ACT Aktwierbare AssertuSAA3  Aktivierbare Sresipoin 2
o w0 o aaas sTereen
Table Name to w ssessoo sy eas2 sTerFen -
B sesso e a3 sy
W ssesa0_ 2ouson sass sTesEN sasa
> 0 ssesxe o cass smiseen
Ignore empty tables I~ o 10 [er— rrp— o sas
. » w0 o ity
Ignore temporary tables ¥ = o sesio o easa sereen & .
100 9565000 20180321 6345 STEFFEN bl
x ssesie s aaso stesFen Zuordung Vanute 3408 Aktiverbare treskpon
- = ssesson o eas: sreseen VAR D ZTuordnung Vararce SARS  Akivierbare Sreskpoim
Output option 2 10 956530 2018031 852 STESFEN  BEvaiSP8SDAAB VAR ID Zuordnung Vanante SAAB _ AKtivieroare Sreakooin
n 120 ssessoo o eess srerren Cvas s
Display - w0 ssesi0 oo 4 STEFEN  REVBSRSDAAS_VARID Zuowmung Varaete SAAS  Aktiernare Sreskpon
= im ssesuo o eass sTosven Y
= ssese e csse srerren Y Akvesbare Srsskpom
: w w0 s presptitiiy y
Prepare PC download 2w seee mewn s sreseen Abcatare s
= o e s s sresrEn
Export table structure i e s meow a0 sresron Ausiersere eskpo
7 7 : = sy mamm prisge
Restriction to critical table columns 3 w w0 o0 a2 sTereon Oosolere Tabeie . SENSELESS Senseless and Ovsolens
u 0 ssessoo o ases sresren Goaolete Tabele  § SENSELES¢ enseles snd Cbsciets
- =) e (OGS STEFFEN  SvuEPESDABAPTREET Oorolete Tabele S SENSELESE Sanselessand Dosolets
% w sseso o aaes sTEFREN jekte cer ABA> Dok,
PC download (CSV format) S e —— ot STEFTIN  Sbaitows O MOOMCDE Fearesutelg FABAPOOCY Gtptis dor AMAS Dok
- X » w sses0 s sy g a
Target directory front end C:\Temp\GDPR_ANA_20180507.csv . - - — - 4 oo e -
: EN w oo e eses srereen =
Extraction language . ) ssisw0 aoisos2s SE70 STEFFEN  BEvalB98S DABDOCMODE  Fensterinstliungf SABAPDOCU Okt der ABAD Dok P
p S ssessco o ean st £
ww ssessio o GE72 STEFFEN B985 D ABDOCUSURLE Venweitanaie ir SABAPOOCU ajekte der ABAD Dok s
= sseswo oo aan s =
= S e san sTereen fenitoss o asooc jekce der 284> ok s

Download includes, among others, v

number of entries per table
archiving object

ILM object

destruction object

table structure (optionally)
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GDPR: PBS Partners @ || = (o [@] |

SAP Starter Packs:

GDPR Starter Pack for SAP HCM

ILM for HCM GDPR Starter Pack for SAP ECC6, SAP Business Suite and SAP S/4HANA
Activate ILM

Turn on blocking for HC
Configure up to 5 HCM
Connect SAP HCM to Il
Test & Document Install

ILM for Business partners implementation
Activate ILM
Configure blocking for Business Partners

Unit Test Objects i . .

: Configure Customer and Vendor Master deletion objects
Document Objects . ‘ .
Knowledge Transfer Connect SAP ECC6, SAP Business Suite or SAP S/4HANA to ILM Repository

Test & Document Install

30 man days per prodt Unit Test Objects
7 man days per additio Document Objects
Knowledge Transfer

S p— 40 man days per production system |D
7 man days per additional system in the same landscape

© 2018 BAF E ar an QAP aSlizt= campany. Allights reserved. | CUSTOMER
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PBS — ILM Components GDPR @[] o [@]

Effectively restrict Processing of personal Data
Table analysis to find personal data

PBS Analyzer
. 1 B|ocking ; I Disp|ay
Fixed content storage and deleting SAP Information transactional
on-premise/cloud PBS ContentLink application data Lifecycle Management PBS archive add ons dajca, If access
compliance mode - - (ILM) > right exists
ebDAV

Project support from PBS partner companies

Consulting: Customizing
Software: automation of test systems and archiving

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 22



Solution without SAP ILM Components @@l

Initial Situation:

SAP ILM with WebDAV cannot be realized due to release, capacity or time restrictions

Measures:

Implementation of blocking and deletion scenarios by using SAP data archiving

with the ArchiveLink protocol

Short residence periods for transaction data, regular archiving runs per archiving object/chain.
Using ADK object BC_ARCHIVE and ADMI_SKIP to block archive files and single objects
Using PBS Archive Data Conversion to correct ADK files

-> Individual customer project to implement the requirements

Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions 23 pBS U-I'
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Solution without SAP ILM Components @[ f@]

Enhanced Lifecycle Management for Application Data with PBS Archive Data Conversion

Time

Archiving

SAP ADK files

PBS Archive Data Conversion

Anonymizing Object Level Conversion Extraction Masking Encryption Deletion
Deleting Object Level > <
SAP ADK files - new
v Deleting File Level
Walter Steffen, GDPR - Intelligent Implementation with SAP ILM and PBS add-on Solutions
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Summary ®lal =@

Seamless interaction between SAP IRM and PBS components

Creation of a GDPR compliant infrastructure (protection, blocking, deletion) using

PBS ContentLink

PBS archive add ons as ideal extension for GDPR-initiated archiving processes

(timely blocking of application data)

Implementation projects accompanied by consulting partners with GDPR expertise

) : . =1
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Walter Steffen, Senior Software Architect

PBS Software GmbH
Schwanheimer Strasse 144a
64625 Bensheim, Germany
T: +49-6251-174 0

F: +49-6251-174 174

walter.steffen@pbs-software.com
www.pbs-software.com
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Copyright @ || o @] ¢

© Copyright 2018 PBS Software GmbH. All rights reserved.

No part of this presentation may be reproduced or transmitted in any form or for any purpose without the written permission of PBS Software
GmbH. The information of this presentation might change without prior notice.

PBS archive add ons is a registered trademark of PBS Software GmbH.

SAP, SAP ERP, R/3, SAP HANA, S/4HANA, SAP ILM, SAP NetWeaver, SAP NetWeaver Business Warehouse and other SAP products and
services mentioned herein as well as their respective logos are trademarks or registered trademarks of SAP SE in Germany and other countries.

Alll other product and service names mentioned are the trademarks of their respective companies.

Data contained in this document serves informational purposes only. PBS Software GmbH shall not be liable for errors or omissions with respect
to the materials. The only warranties for products and services are those that are set forth in the express warranty statements accompanying
such products and services, if any. Nothing herein should be construed as constituting an additional warranty.
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